INDEX

(o]

(QV

(@)

[QV
1

24

S 1. INTRODUCTION 5
g 2. CYBER SECURITY IN TURKIYE 7
; 3. ELEMENTS OF THE STRATEGY AND ACTION PLAN 14
o
'Q Strategic Objectives 14
= Goals 14
<
€ Actions 14
5
&~ Realization Approach 15
(V2]
% 4. STRATEGIC OBJECTIVES 17
o)
i | Cyber Resilience 17
o
'ﬂ;ﬂ | Proactive Cyber Defense and Deterrence 18
O
= | Human-Centric Cyber Security Approach 19
P
8 | Safe Use of Technology and Its Contribution to Cyber Security 20
<t
Pz
| Domestic and National Technologies in Combating Cyber Threats 21
| Tirkiye Brand in International Area 21
5. GOALS 23

6. ACTION PLAN

(RESTRICTED)

7. RELATIONSHIP BETWEEN STRATEGIC OBJECTIVES-GOALS-ACTIONS
(RESTRICTED)

8. NATIONAL CYBER SECURITY ACTION PLAN (2024-2028) TABLE
(RESTRICTED)

SRR,

4 e

¥
N x X
















NATIONAL CYBER SECURITY STRATEGY AND ACTION PLAN | ENEEEFIFE

in critical infrastructure sectors to operate 24/7 under the coordination of USOM,
and to establish Institutional CERTs within institutions, and regulations were
made regarding the structure and duties of the CERTs to be established.
Therefore, the cyber security organization at the technical level in our country
has been shaped as USOM, Sectoral CERTs and Institutional CERTSs.

With the “"2016-2019 National Cyber Security Strategy and Action Plan” covering
the 2016-2019 period, a new step has been taken to make the strategic
approach in this field continuous.

In order to keep cyber security risks at manageable and acceptable levels,
substantial efforts have been made to strengthen cyber defense, protect critical
infrastructures, combat cybercrime, develop awareness and human resources,
enhance the cyber security ecosystem and integrate cyber security into national
security.
In this direction;
- With the national cyber security capacity building program, it was ensured
to improve the human resources of CERTs and enhance their level of
preparedness for cyber incidents,

- Activities such as training, camps and competitions were carried out to
train the human resources that our country needs,

- As part of the technological measures program, rapid detection and early
response systems such as AVCl, AZAD and KASIRGA were developed, which
utilize artificial intelligence and machine learning capabilities,

- Two-way information sharing and coordination efforts were initiated with
national and international stakeholders within the scope of the threat
intelligence acquisition, production and sharing program; and,

- Within the framework of the program for the protection of critical
infrastructures, monitoring activities were carried out to track the service
continuity of critical infrastructures, vulnerability scanning activities, and
regulation and auditing activities in terms of information security.

The "National Cyber Security Strategy and Action Plan (2020-2023)", which
covers the 2020-2023 period published in the Official Gazette dated 29
December 2020 and numbered 31349 with the Presidential Circular No. 2020/15;
was developed with the objectives of carrying forward the gains achieved,
reducing the effects of cyber threats, developing national capacity, creating a
secure cyber environment and placing our country at the highest levels
internationally in cyber security.
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- Through sectoral, national and international cyber security exercises,
activities were carried out to protect our country's assets in the cyber
environment, especially critical infrastructures, to increase the competence of
human resources working in the field of cyber security, and to improve
cooperation between national and international stakeholders.

- Online and laboratory-based cyber security trainings contributed to
increasing the trained human resources and competency levels in our
country.

- Trainings were provided for the specialization of personnel working in
public and private sector institutions and organizations, law enforcement and
digital forensics, and the relevant curricula were updated in law enforcement
and digital forensics training institutions.

- Studies on quantum-based security issues were carried out, and
guidance documents were created by examining the interaction of areas such
as artificial intelligence, big data and blockchain with cyber security.

- By developing incentive and support programs to promote domestic
and national products and technologies, more than 100 projects were
supported to produce cyber security products and services that can compete
in international markets, and incentives were initiated under the E-Turquality
(Stars of Informatics) Program.

- Trainings and events were organized to raise cyber security awareness
in all segments of society against cyber risks and threats.

- In the field of cyber security in our country, 4 universities were
designated as specialized universities within the scope of research-oriented
mission differentiation, and 2 universities were evaluated as universities
specializing in information security, which is among the priority areas. The
number of cyber security research and application centers at universities has
reached 14.

- Within the framework of the evaluation of cyber security within the
scope of vocational and technical education, the existing curriculum in
national education, which includes cyber security issues, has been updated. In
addition, Vocational and Technical Anatolian High Schools and Vocational
Schools of Higher Education at universities were opened to provide only
cyber security-based education.

- National occupational standards on professions in cyber security field
and national vocational competencies have been determined and entered
into force.
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Responsible institutions, cooperating institutions and completion dates are
specified for the actions. In addition, the detailed content of the studies to be
carried out, issues related to the subject of the action, and implementation
suggestions are discussed in the explanation sections within the context of each
action.

The National Cyber Security Strategy and Action Plan (2024-2028) includes 61
actions.

Realization Approach
Monitoring and Evaluation

The actions in the Action Plan, which is complementary to the National Cyber
Security Strategy, have been prepared to achieve the national cyber security
goals within the framework of the strategic objectives.

It is aimed that the work to be carried out within the scope of the actions will
turn into achievements as indicated by concrete goals.

In this framework, the method of monitoring and evaluation of the Action Plan is
based on highlighting the progress made in achieving the goals set and
evaluating all the work carried out at this scale in terms of whether the goal has
been achieved or not.
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Monitoring and evaluation studies to be carried out by the Ministry of Transport
and Infrastructure; will be done periodically with the inputs to be received from
the institutions and organizations responsible for and related to the actions and
on the basis of reports on all the activities put forward within the scope of
achieving the goals and the developments, in a way to include the activities
carried out for the realization of the actions, and by taking into account the
performance criteria determined for each action.

Stakeholders

National cyber security activities are carried out with the participation of all
stakeholders in line with the vision set by our country, taking into account the
basic principles of cyber security and information security.

In this framework, the National Cyber Security Strategy and Action Plan

(2024-2028) was prepared with the valuable contributions of stakeholders in the
field of cyber security. By determining the steps to be taken together with the
stakeholders, it is planned to achieve the goals together in collaboration.

While determining the goals and actions, the current situation, the activities to
be carried out, the possible resource needs, and the estimated realization
periods for the activities were taken into consideration; and the institutions and
organizations responsible for the actions, the organizations that can be
cooperated with, and the completion dates were determined accordingly.

15




NATIONAL CYBER SECURITY STRATEGY AND ACTION PLAN | ENEEEFIPE

Actions have been prepared in a way to be carried out in cooperation with
relevant institutions/organizations under the coordination of responsible
institutions.

Our stakeholders in cyberspace include public institutions and organizations
from our country, private sector institutions and organizations especially
operating in critical infrastructures, universities, non-governmental organizations,
research communities and individuals in our country, and international
stakeholders.

Updates

The National Cyber Security Strategy and Action Plan is updated when necessary,
taking into account technological developments, current conditions, changing
national needs and requirements.

The objectives, goals and actions included in the National Cyber Security
Strategy and Action Plan (2024-2028), which is the vision document of our
country in the field of cyber security, will be periodically reviewed within the
scope of monitoring and evaluation studies and will be transferred to the next
National Cyber Security Strategy and Action Plan, if necessary, as a result of final
evaluations.
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It is aimed to further improve the mechanisms established to analyze potential
cyber threats and take appropriate measures by using the opportunities
provided by technology. In this context, it is aimed to increase the national
capacity and capabilities for the detection of cyber security vulnerabilities,
notification to relevant parties and sharing up-to-date cyber threat intelligence,
and early detection and prevention elements of threats to national cyber security
through artificial intelligence and big data infrastructures.

In the light of the outputs to be obtained from regular monitoring and
evaluation studies, the general scope of the work to be carried out in the
coming period includes; combating cybercrimes and threat actors in a
comprehensive manner in order to protect our national security and take a
proactive stance against cyber threats, systematically increasing the capacities of
Computer Emergency Response Teams that work 24/7 to protect the national
cyberspace, improving incident response capabilities, and providing the
necessary guidance for institutions and organizations to adapt to the proactive
defense approach.

| Human-Centric Cyber Security Approach
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Cyber security, which emerged with the transformation of the concepts of
“network security”, “computer incident response” and “information security”
within the framework of technological advances and current developments, has
become an interdisciplinary concept that includes the dimensions of
technological infrastructure, strategy, regulations, training, awareness, human
resources, national and international cooperation and even crime. Among these
dimensions, "human” is at the center of cyber security studies.

Approximately 80% of cyber security vulnerabilities are caused by negligence
which human factor takes part. Increasing the level of knowledge and awareness
of cyber security risks and potential threats, as well as the impact of cyber
incidents, plays a critical role in ensuring cyber security.

It should be taken into consideration that individuals can suffer serious direct
and indirect damages as a result of cyber-attacks. All segments of society,

especially children, youth, the elderly and individuals with special needs, are
directly or indirectly affected by cyber-attacks. In order to keep individuals away
from the risks of cyberspace and to ensure that they benefit from the
opportunities offered by information technologies at the highest level, efforts
will be undertaken to protect all segments of society.
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Human-Centric Cyber Security Approach

G3.1 | To raise individual and social awareness on the safe use of cyberspace.

To reinforce corporate cyber security culture in institutions and
organizations.

G3.3 To strenghten human resources and to enhance their competence.

Safe Use of Technology and Its Contribution to Cyber Security

G4.1 To ensure the safe use of new technologies and to take precautions
: against possible risks.

GA4.2 To increase the use of new technologies in efforts to ensure cyber
: security.
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Domestic and National Technologies in Combating Cyber Threats

G5.1 To ensure the transformation of innovative ideas into domestic and
) national products and services.
To develop domestic and national cyber security technologies and to
G5.2 . . ) o
expand their use in the homeland, by supporting R&D activities.

Tiirkiye Brand in International Area

G6.1 To increase information sharing and cooperation with international
: stakeholders.

G6.2 To increase the international competitiveness of domestic and national
: cyber security solutions in the international markets.
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The Action Plan is shared with relevant stakeholders due to
its “Restricted” confidentiality level.
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